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Document Changes 

Date Version Description 

October 2008 1.2 To introduce PCI DSS v1.2 as “PCI DSS Requirements and Security Assessment Procedures,” eliminating 
redundancy between documents, and making both general and specific changes from PCI DSS Security Audit 
Procedures v1.1. For complete information, see PCI Data Security Standard Summary of Changes from PCI DSS 
Version 1.1 to 1.2. 

July 2009 1.2.1 Add sentence that was incorrectly deleted between PCI DSS v1.1 and v1.2. 

Correct “then” to “than” in testing procedures 6.3.7.a and 6.3.7.b. 

Remove grayed-out marking for “in place” and “not in place” columns in testing procedure 6.5.b. 

For Compensating Controls Worksheet – Completed Example, correct wording at top of page to say, “Use this 
worksheet to define compensating controls for any requirement noted as “in place” via compensating controls.” 

October 2010 2.0 Update and implemented changes from v1.2.1. See PCI DSS – Summary of Changes from PCI DSS Version 1.2.1 to 
2.0. 

November 2013 3.0 Update from v2.0. See PCI DSS – Summary of Changes from PCI DSS Version 2.0 to 3.0. 

April 2015 3.1 Update from PCI DSS v3.0. See PCI DSS – Summary of Changes from PCI DSS Version 3.0 to 3.1 for details of 
changes. 

April 2016 3.2 Update from PCI DSS v3.1. See PCI DSS – Summary of Changes from PCI DSS Version 3.1 to 3.2 for details of 
changes. 

May 2018 3.2.1 Update from PCI DSS v3.2. See PCI DSS – Summary of Changes from PCI DSS Version 3.2 to 3.2.1 for details of 
changes. 

March 2022 4.0 Rename document title to “Payment Card Industry Data Security Standard: Requirements and Testing Procedures.”  
Update from PCI DSS v3.2.1. See PCI DSS – Summary of Changes from PCI DSS Version 3.2.1 to 4.0 for details of 
changes.  
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1 Introduction and PCI Data Security Standard Overview  
The Payment Card Industry Data Security Standard (PCI DSS) was developed to encourage and enhance payment card account data security 
and facilitate the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of technical and operational 
requirements designed to protect account data. While specifically designed to focus on environments with payment card account data, PCI 
DSS can also be used to protect against threats and secure other elements in the payment ecosystem.  

Table 1 shows the 12 principal PCI DSS requirements. 

Table 1. Principal PCI DSS Requirements 

PCI Data Security Standard – High Level Overview 

Build and Maintain a Secure Network and Systems 1. Install and Maintain Network Security Controls. 
2. Apply Secure Configurations to All System Components. 

Protect Account Data 3. Protect Stored Account Data. 
4. Protect Cardholder Data with Strong Cryptography During 

Transmission Over Open, Public Networks. 

Maintain a Vulnerability Management Program 5. Protect All Systems and Networks from Malicious Software. 
6. Develop and Maintain Secure Systems and Software. 

Implement Strong Access Control Measures 7. Restrict Access to System Components and Cardholder Data by 
Business Need to Know. 

8. Identify Users and Authenticate Access to System Components. 
9. Restrict Physical Access to Cardholder Data. 

Regularly Monitor and Test Networks 10. Log and Monitor All Access to System Components and Cardholder 
Data. 

11. Test Security of Systems and Networks Regularly. 

Maintain an Information Security Policy 12. Support Information Security with Organizational Policies and 
Programs. 

This document, the Payment Card Industry Data Security Standard Requirements and Testing Procedures, consists of the 12 PCI DSS 
principal requirements, detailed security requirements, corresponding testing procedures, and other information pertinent to each requirement. 
The following sections provide detailed guidelines and best practices to assist entities to prepare for, conduct, and report the results of a PCI 
DSS assessment. The PCI DSS requirements and testing procedures begin on page 43. 
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PCI DSS comprises a minimum set of requirements for protecting account data and may be enhanced by additional controls and practices to 
further mitigate risks, and to incorporate local, regional, and sector laws and regulations. Additionally, legislation or regulatory requirements 
may require specific protection of personal information or other data elements (for example, cardholder name). 

Limitations  

If any of the requirements contained in this standard conflict with country, state, or local laws, the country, state, or local law will apply.  

PCI DSS Resources 
The PCI Security Standards Council (PCI SSC) website (www.pcisecuritystandards.org) provides the following additional resources to assist 
organizations with their PCI DSS assessments and validations: 

�ƒ Document Library, including: 

– PCI DSS Summary of Changes  

– PCI DSS Quick Reference Guide  

– Information Supplements and Guidelines 

– Prioritized Approach for PCI DSS  

– Report on Compliance (ROC) Reporting Template and Reporting Instructions  

– Self-Assessment Questionnaires (SAQs) and SAQ Instructions and Guidelines 

– Attestations of Compliance (AOCs) 

�ƒ Frequently Asked Questions (FAQs) 

�ƒ PCI for Small Merchants website 

�ƒ PCI training courses and informational webinars 

�ƒ List of Qualified Security Assessors (QSAs) and Approved Scanning Vendors (ASVs) 

�ƒ Lists of PCI approved devices, applications, and solutions  
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There are over 60 guidance documents and information supplements available on the PCI SSC website that provide specific guidance and 
considerations for PCI DSS. Examples include:  

�ƒ Guidance for PCI DSS Scoping and Network Segmentation 

�ƒ PCI SSC Cloud Computing Guidelines 

�ƒ Multi-Factor Authentication Guidance 

�ƒ Third-Party Security Assurance 

�ƒ Effective Daily Log Monitoring 

�ƒ Penetration Testing Guidance 

�ƒ Best Practices for Implementing a Security Awareness Program 

�ƒ Best Practices for Maintaining PCI DSS Compliance 

�ƒ PCI DSS for Large Organizations 

�ƒ Use of SSL/Early TLS and Impact on ASV Scans 

�ƒ Use of SSL/Early TLS for POS POI Terminal Connections 

�ƒ Tokenization Product Security Guidelines 

�ƒ Protecting Telephone-Based Payment Card Data 

Refer to the Document Library at www.pcisecuritystandards.org for information about these and other resources. 

In addition, refer to Appendix G for definitions of PCI DSS terms. 

Note: Information Supplements 
complement PCI DSS and identify 
additional considerations and 
recommendations for meeting PCI 
DSS requirements. Information 
Supplements do not supersede, 
replace, or extend PCI DSS or any 
of its requirements. 
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2 PCI DSS Applicability Information 
PCI DSS is intended for all entities that store, process, or transmit cardholder data (CHD) and/or sensitive authentication data (SAD) or could 
impact the security of the cardholder data environment (CDE). This includes all entities involved in payment card account processing —
including merchants, processors, acquirers, issuers, and other service providers.  

Whether any entity is required to comply with or validate their compliance to PCI DSS is at the discretion of those organizations that manage 
compliance programs (such as payment brands and acquirers). Contact the organizations of interest for any additional criteria. 

Defining Account Data, Cardholder Data, and Sensitive Authentication Data 
Cardholder data and sensitive authentication data are considered account data and are defined as follows: 

Table 2. Account Data 

Account Data 

Cardholder Data includes: Sensitive Authentication Data includes: 

�x Primary Account Number (PAN) 
�x Cardholder Name 
�x Expiration Date 
�x Service Code 

�x Full track data (magnetic-stripe data or equivalent on a chip) 
�x Card verification code  
�x PINs/PIN blocks 

 

PCI DSS requirements apply to entities with environments where account data (cardholder data and/or sensitive authentication data) is stored, 
processed, or transmitted, and entities with environments that can impact the security of the CDE. Some PCI DSS requirements may also 
apply to entities with environments that do not store, process, or transmit account data – for example, entities that outsource payment 
operations or management of their CDE1. Entities that outsource their payment environments or payment operations to third parties remain 
responsible for ensuring that the account data is protected by the third party per applicable PCI DSS requirements.  

The primary account number (PAN) is the defining factor for cardholder data. The term account data therefore covers the following: the full 
PAN, any other elements of cardholder data that are present with the PAN, and any elements of sensitive authentication data.  

 
 
1 In accordance with those organizations that manage compliance programs (such as payment brands and acquirers); entities should contact the organizations of 
interest for more details. 
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If cardholder name, service code, and/or expiration date are stored, processed, or transmitted with the PAN, or are otherwise present in the 
CDE, they must be protected in accordance with the PCI DSS requirements applicable to cardholder data.  

If an entity stores, processes, or transmits PAN, then a CDE exists to which PCI DSS requirements will apply. Some requirements may not be 
applicable, for example if the entity does not store PAN, then the requirements relating to the protection of stored PAN in Requirement 3 will 
not be applicable to the entity. 

Even if an entity does not store, process, or transmit PAN, some PCI DSS requirements may still apply. Consider the following: 

�ƒ If the entity stores SAD, requirements specifically related to SAD storage in Requirement 3 will be applicable. 

�ƒ If the entity engages third-party service providers to store, process or transmit PAN on its behalf, requirements related to the 
management of service providers in Requirement 12 will be applicable.  

�ƒ If the entity can impact the security of a CDE because the security of an entity’s infrastructure can affect how cardholder data is 
processed (for example, via a web server that controls the generation of a payment form or page) some requirements will be applicable. 

�ƒ If cardholder data is only present on physical media (for example paper), requirements relating to the security and disposal of physical 
media in Requirement 9 will be applicable. 

�ƒ Requirements related to an incident response plan are applicable to all entities, to ensure that there are procedures to follow in the 
event of a suspected or actual breach of the confidentiality of cardholder data. 

Use of Account Data, Sensitive Authentication Data, Cardholder Data, and Primary Account Number in PCI DSS  

PCI DSS includes requirements that specifically refer to account data, cardholder data, and sensitive authentication data. It is important 
to note that each of these types of data are different and the terms are not interchangeable. Specific references within requirements to 
account data, cardholder data, or sensitive authentication data are purposeful, and the requirements apply specifically to the type of 
data that is referenced. 
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Elements of Account Data and Storage Requirements  

Table 3 identifies the elements of cardholder and sensitive authentication data, whether storage of each data element is permitted or 
prohibited, and whether each data element must be rendered unreadable—for example, with strong cryptography—when stored. This 
table is not exhaustive and is presented to illustrate only how the stated requirements apply to the different data elements. 

Table 3. Account Data Element Storage Requirements 

  Data Elements Storage Restrictions Required to Render Stored Data 
Unreadable 

A
cc

ou
nt

 D
at

a 

Cardholder 
Data 

Primary Account Number (PAN) Storage is kept to a minimum as defined in 
Requirement 3.2 Yes, as defined in Requirement 3.5 

Cardholder Name 
Storage is kept to a minimum as defined in 

Requirement 3.22 No Service Code 

Expiration Date 

Sensitive 
Authentication 

Data 

Full Track Data 
Cannot be stored after authorization as 

defined in Requirement 3.3.13 

Yes, data stored until authorization is 
complete must be protected with strong 
cryptography as defined in Requirement 

3.3.2 

Card verification code 

PIN/PIN Block 

 
If PAN is stored with other elements of cardholder data, only the PAN must be rendered unreadable according to PCI DSS Requirement 3.5.1.  
Sensitive authentication data must not be stored after authorization, even if encrypted. This applies even for environments where there is no 
PAN present. 

 
 
2 Where data exists in the same environment as PAN. 
3 Except as permitted for issuers and companies that support issuing services. Requirements for issuers and issuing services are separately defined in 
Requirement 3.3.3.  
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3 Relationship between PCI DSS and PCI SSC Software Standards 
PCI SSC supports the use of secure payment software within cardholder data environments (CDE) via the Payment Application Data Security 
Standard (PA-DSS) and the Software Security Framework (SSF), which consists of the Secure Software Standard and the Secure Software 
Lifecycle (Secure SLC) Standard. Software that is PCI SSC validated and listed provides assurance that the software has been developed 
using secure practices and has met a defined set of software security requirements.  

The PCI SSC secure software programs include listings of payment software and software 
vendors that have been validated as meeting the applicable PCI SSC Software Standards. 

�ƒ Validated Software: Payment software listed on the PCI SSC website as a 
Validated Payment Application (PA-DSS) or Validated Payment Software (the 
Secure Software Standard) has been evaluated by a qualified assessor to confirm 
the software meets the security requirements within that standard. The security 
requirements in these standards are focused on protecting the integrity and 
confidentiality of payment transactions and account data.  

�ƒ Validated Software Vendors: The Secure SLC Standard defines security 
requirements for software vendors to integrate secure software development 
practices throughout the entire software lifecycle. Software vendors that have been 
validated as meeting the Secure SLC Standard are listed on the PCI SSC website 
as a Secure SLC Qualified Vendor. 

For more information about the SSF or PA-DSS, refer to the respective Program Guides at www.pcisecuritystandards.org. 

All software that stores, processes, or transmits account data, or that could impact the security of account data or a CDE, is in scope for an 
entity’s PCI DSS assessment. While the use of validated payment software supports the security of an entity’s CDE, the use of such software 
does not by itself make an entity PCI DSS compliant. The entity’s PCI DSS assessment should include verification that the software is properly 
configured and securely implemented to support applicable PCI DSS requirements. Additionally, if PCI-listed payment software has been 
customized, a more in-depth review will be required during the PCI DSS assessment because the software may no longer be representative of 
the version that was originally validated. 

Because security threats are constantly evolving, software that is no longer supported by the vendor (for example, identified by the vendor as 
“end of life”) may not offer the same level of security as supported versions. Entities are strongly encouraged to keep their software current 
and updated to the latest software versions available.  

Entities that develop their own software are encouraged to refer to PCI SSC’s software security standards and consider the requirements 
therein as best practices to use in their development environments. Secure payment software implemented in a PCI DSS compliant 
environment will help minimize the potential for security breaches leading to compromises of account data and fraud. See Bespoke and 
Custom Software. 

Note: PA-DSS and the related program will be 
retired in October 2022. Refer to the PCI SSC 
List of Validated Payment Applications for 
expiry dates for PA-DSS validated 
applications. After the expiry date, applications 
are listed as “Acceptable only for Pre-Existing 
Deployments.” Whether an entity can continue 
to use a PA-DSS application with an expired 
listing is at the discretion of organizations that 
manage compliance programs (such as 
payment brands and acquirers); entities should 
contact the organizations of interest for more 
details. 
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Applicability of PCI DSS to Payment Software Vendors 
PCI DSS may apply to a payment software vendor if the vendor is also a service provider that stores, processes, or transmits account 
data, or has access to their customers’ account data—for example, in the role of a payment service provider or via remote access to a 
customer environment. Software vendors to which PCI DSS may be applicable include those offering payment services, as well as cloud 
service providers offering payment terminals in the cloud, software as a service (SaaS), e-commerce in the cloud, and other cloud 
payment services. 

Bespoke and Custom Software 
All bespoke and custom software that stores, processes, or transmits 
account data, or that could impact the security of account data or a CDE, 
is in scope for an entity’s PCI DSS assessment.  
Bespoke and custom software that has been developed and maintained 
in accordance with one of PCI SSC’s Software Security Framework 
standards (the Secure Software Standard or the Secure SLC standard) 
will support an entity in meeting PCI DSS Requirement 6.  
 
See Appendix F for more details. 

Note: PCI DSS Requirement 6 fully applies to bespoke 
and custom software that has not been developed and 
maintained in accordance with one of PCI SSC’s Software 
Security Framework standards. Entities that use software 
vendors to develop bespoke or custom software that 
could impact the security of account data or their CDE are 
responsible for ensuring those software vendors develop 
the software according to PCI DSS Requirement 6. 
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4 Scope of PCI DSS Requirements 
PCI DSS requirements apply to: 

�ƒ The cardholder data environment (CDE), which is comprised of:  

– System components, people, and processes that store, process, and transmit cardholder data and/or sensitive authentication data, 
and,  

– System components that may not store, process, or transmit CHD/SAD but have unrestricted connectivity to system components 
that store, process, or transmit CHD/SAD. 

AND 

�ƒ System components, people, and processes that could impact the security of the CDE. 4  

“System components” include network devices, servers, computing devices, virtual components, cloud components, and software. Examples 
of system components include but are not limited to: 

�ƒ Systems that store, process, or transmit account data (for example, payment terminals, authorization systems, clearing systems, 
payment middleware systems, payment back-office systems, shopping cart and store front systems, payment gateway/switch systems, 
fraud monitoring systems).  

�ƒ Systems that provide security services (for example, authentication servers, access control servers, security information and event 
management (SIEM) systems, physical security systems (for example, badge access or CCTV), multi-factor authentication systems, 
anti-malware systems). 

�ƒ Systems that facilitate segmentation (for example, internal network security controls). 

�ƒ Systems that could impact the security of account data or the CDE (for example, name resolution, or e-commerce (web) redirection 
servers). 

�ƒ Virtualization components such as virtual machines, virtual switches/routers, virtual appliances, virtual applications/desktops, and 
hypervisors. 

�ƒ Cloud infrastructure and components, both external and on premises, and including instantiations of containers or images, virtual private 
clouds, cloud-based identity and access management, CDEs residing on premises or in the cloud, service meshes with containerized 
applications, and container orchestration tools. 

 
 
4 For additional guidance, refer to Information Supplement: Guidance for PCI DSS Scoping and Network Segmentation on the PCI SSC website.  
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�ƒ Network components, including but not limited to network security controls, switches, routers, VoIP network devices, wireless access 
points, network appliances, and other security appliances.  

�ƒ Server types, including but not limited to web, application, database, authentication, mail, proxy, Network Time Protocol (NTP), and 
Domain Name System (DNS).  

�ƒ End-user devices, such as computers, laptops, workstations, administrative workstations, tablets, and mobile devices. 

�ƒ Printers, and multi-function devices that scan, print, and fax. 

�ƒ Storage of account data in any format (for example, paper, data files, audio files, images, and video recordings).  

�ƒ Applications, software, and software components, serverless applications, including all purchased, subscribed (for example, Software-
as-a-Service), bespoke and custom software, including internal and external (for example, Internet) applications.  

�ƒ Tools, code repositories, and systems that implement software configuration management or for deployment of objects to the CDE or to 
systems that can impact the CDE. 
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Figure 1 shows considerations for scoping system components for PCI DSS. 

Figure 1. Understanding PCI DSS Scoping 
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Annual PCI DSS Scope Confirmation 
The first step in preparing for a PCI DSS assessment is for the entity to accurately determine the scope of the review. The assessed entity 
must confirm the accuracy of their PCI DSS scope according to PCI DSS Requirement 12.5.2 by identifying all locations and flows of account 
data, and identifying all systems that are connected to or, if compromised, could impact the CDE (for example, authentication servers, remote 
access servers, logging servers) to ensure they are included in the PCI DSS scope. All types of systems and locations should be considered 
during the scoping process, including backup/recovery sites and fail-over systems. 

The minimum steps for an entity to confirm the accuracy of their PCI DSS scope are specified in PCI DSS Requirement 12.5.2. The entity is 
expected to retain documentation to show how PCI DSS scope was determined. The documentation is retained for assessor review and for 
reference during the entity’s next PCI DSS scope confirmation activity. For each PCI DSS assessment, the assessor validates that the entity 
accurately defined and documented the scope of the assessment.  

Note: This annual confirmation of PCI DSS scope is defined at PCI DSS Requirement at 12.5.2 and is an activity expected to be performed by 
the entity. This activity is not the same, nor is it intended to be replaced by, the scoping confirmation performed by the entity’s assessor during 
the assessment. 

Segmentation 
Segmentation (or isolation) of the CDE from the remainder of an entity’s network is not a PCI DSS requirement. However, it is strongly 
recommended as a method that may reduce the: 

�ƒ Scope of the PCI DSS assessment 

�ƒ Cost of the PCI DSS assessment 

�ƒ Cost and difficulty of implementing and maintaining PCI DSS controls 

�ƒ Risk to an organization relative to payment card account data (reduced by consolidating that data into fewer, more controlled locations) 

Without adequate segmentation (sometimes called a "flat network"), the entire network is in scope for the PCI DSS assessment. Segmentation 
can be achieved using a number of physical or logical methods, such as properly configured internal network security controls, routers with 
strong access control lists, or other technologies that restrict access to a particular segment of a network. To be considered out of scope for 
PCI DSS, a system component must be properly segmented (isolated) from the CDE, such that the out-of-scope system component could not 
impact the security of the CDE, even if that component was compromised. 

An important prerequisite to reduce the scope of the CDE is a clear understanding of business needs and processes related to the storage, 
processing, and transmission of account data. Restricting account data to as few locations as possible by eliminating unnecessary data and 
consolidating necessary data may require reengineering of long-standing business practices.  
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Documenting account data flows via a data-flow diagram helps an entity fully understand how account data comes into an organization, where 
it resides within the organization, and how it traverses through various systems within the organization. Data-flow diagrams also illustrate all 
locations where account data is stored, processed, and transmitted. This information supports an entity implementing segmentation and can 
also support confirming that segmentation is being used to isolate the CDE from out-of-scope networks. 

If segmentation is used to reduce the scope of the PCI DSS assessment, the assessor must verify that the segmentation is adequate to 
reduce the scope of the assessment, as illustrated in Figure 2. At a high level, adequate segmentation isolates systems that store, process, or 
transmit account data from those that do not. However, the adequacy of a specific segmentation implementation is highly variable and 
depends on several factors such as a given network's configuration, the technologies deployed, and other controls that may be implemented. 

Figure 2. Segmentation and Impact to PCI DSS Scope 

 


